
Guide to Safe Shopping Online

If you,  like most people, use the Internet, you will probably buy something 
online within the next month or two. And why not? The Internet gives you so 
many choices and a world of products at your fingertips. And best of all… you 
can do it in the comfort of your own home, at any time, without having the 
stress of driving, parking or queuing!

But you should shop with caution. Many people are rightfully concerned 
about providing financial information, such as credit card numbers, online. 
How do you know which web sites are safe to transact with and which are 
not? How can you avoid problems when making purchases online?

Simply follow these recommendations on how to shop safely online:

Do your homework
Before you buy something and give out your credit card information, do 
some research on the web site. Does the web site have a trust mark such 
as McAfee® SECURE? If this is the first time you are making a purchase 
from this web site, begin by contacting customer services via e-mail or 
telephone.

Don‘t buy from spammers
If you get an e-mail inviting you to buy something like “Discount Rolex 
watches“, two things should spring to your mind: 1) spam and 2) possible 
scam. Most spammers are just looking to make some easy money and/or 
to obtain your credit card details or financial information. There is a good 
chance you will not receive the products you have ordered - think twice 
before clicking!

Do pay by credit card or an online payment service
In law you‘re protected against internet fraud, so you won‘t be liable for 
online transactions undertaken without your authority. Online payment 
services also offer some protection. Read the terms and conditions on the 
retailer‘s web site. If it looks like it might be difficult to get your money 
back, consider buying from someone else.

Don‘t pay by debit card, cash or electronic transfer 
With these methods, the money is taken directly out of your account, making 
it difficult to get your money back. When you pay with credit cards, it is 
easier to dispute fraudulent charges.

Although no company can guarantee 
100% security, websites displaying  
the McAfee SECURE trustmark provide 
you with the best possible protection 
against identity theft and credit card 
fraud when shopping on the Internet.

McAfee SiteAdvisor™ or McAfee 
SiteAdvisor™ Plus warns you about 
web sites that may be unsafe.



Do buy from web sites that have encryption
The web site should have encryption, at least at the stage of making pay-
ments and/or providing personal information. You can check this from the 
URL, which should begin with “https://“. Safer web sites also display a key 
or a closed padlock in the web browser.

Don‘t buy from a web site that is not certified for safety
The website should have a trustmark like McAfee SECURE. As different trust-
marks offer different levels of security, read the trustmark details before 
making your purchase.

Do check the web site’s policies before you order
Read the returns policy and other general terms and conditions, as well as 
the web site’s data privacy policy before ordering anything.

Don‘t buy from a web site if you don‘t completely trust it
Trust your instincts. If you sense that something is not quite right about 
the web site from which you want to make a purchase, abort the process 
immediately.

Do use comprehensive computer security software
Make sure you have installed a comprehensive and up-to-date security 
software package, such as e.g. McAfee Internet Security or McAfee Total 
Protection. This will protect you against viruses, malware, spyware and 
identity theft.

Do inspect your purchases as soon as you receive them 
If there is a problem, inform the retailer as quickly as possible.

Do check your credit card statements 
Make sure you have been charged the correct amount and that no extra 
charges appear on your bill. Keep copies of sales transactions for future 
reference in case a dispute arises.

You can find more detailed informa-
tion in the “McAfee’s Do’s 
and Don’ts of Online Shopping“.

Online Shopping
McAfee’S DO’s AnD DOn’ts Of

McAfee and/or other noted McAfee related products contained herein are registered trademarks or trademarks of 
McAfee, Inc., and/or its affiliates in the US and/or other countries. McAfee Red in connection with security is distinctive 
of McAfee brand products. Any other non-McAfee related products, registered and/or unregistered trademarks contained  
herein is only by reference and are the sole property of their respective owners. © 2009 McAfee, Inc. All rights reserved.

Download the eGuide: 
www.mcafee.com/advice

227 Bath Road
Slough Berkshire
SL1 5PP UK
Home Users Phone: +44 (0) 2079 490107
http://service.mcafee.com 


